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Vulnerability Management

There's a lot more to vulnerability management than running scans, 
performing penetration tests, and patching systems.
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What are we talking
about?
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Vulnerability Management is the process of optimising your 
organisation's ability to identify, triage, manage, and report 

on your exposure to vulnerabilities over time.

Identify, Triage, Manage, Report

Vulnerability Management
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It's not just monitoring 
vulnerabilities, it's not just 

patching issues, it's not just 
running scans and 
penetration tests.

Vulnerability Management
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Vulnerability Management should tie in to:

- Vulnerability Scanning
- Penetration Testing
- Asset Management
- Risk Management

System Integration
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A penetration tester finds a critical 
vulnerability during a test:

What happens next?
How are retests conducted?
How is a partial remediation reported? 

The Worst Case
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Sadly Microsoft Excel is one of the most common tools 
companies use for vulnerability management.

Handling Data
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You need established secure communications between the 
tester, management, and the remediation team.

That could just be a slack chat but have the thought:
"Am I comfortable with the tester sharing sensitive 
information about our systems on this channel?"

Improving Maturity
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"Send me an encrypted email"

Encrypted using what mechanism?
How are we handling an follow up discussion?

How will this discussion be attached to the vulnerability and 
the asset?

The Worst Option
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We think we've fixed Vuln #7, can you retest it?

Vuln #7 from the last test or the one before?
From the retest report or the original report?

From the infrastructure or the web app?

The Worst Option
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"Your Penetration Test report is ready, I have attached it to the 
email in an encrypted ZIP file, I will text you the password".

The Worst Option
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That was a lot of words,
Just give me the 
summary.
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- If your vulnerability management system is copying vulnerabilities 

from a PDF into an Excel spreadsheet. You are doing it wrong.
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Your vulnerability management system should:

- Enable you to share vulnerability information quickly and securely.

- Allow you to discuss vulnerabilities.

- Mark risk on a per-asset level.

- Assign vulnerabilities for remediation.

- Track a vulnerability from detection, to fix, to retest, to second 

remediation, to oh no it's come back, to phew we finally fixed it.
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Thanks for Watching!

AkimboCore.com/youtube

AkimboCore.com/linkedin

AkimboCore.com/twitter


